IMPAC.

LABS

IMPAG -+ DSPM = COMPLETE DATA & GLOUD SEGURITY

IMPAC provides critical cloud configuration context and controls that integrate with data security
platforms. Together, customers benefit from a unified approach to security that protects your
most sensitive data from the inside out.

| CUSTOMER OUTCOMES:

(1 Stop Data Breaches /A Be Proactive Against Risks

= DSPM identifies and classifies sensitive data to stop = DSPM detects potential data exposure and access
threats across environments risks in real time

= ImPAC reveals how cloud configurations protect = ImPAC prevents cloud misconfigurations through
specific data within cloud assets tailored policy automation

» Result: Complete visibility from data to infrastructure = Together: Stop threats before they happen by
eliminates blind spots that attackers exploit understanding data sensitivity and cloud context

& Achieve Compliance Efficiently 2» Unified, Scalable Security Operations

= DSPM tracks data compliance and generates = DSPM monitors data access and user behavior
automated reports patterns throughout databases

= imPAC provides cloud configuration evidence and = imPAC tracks cloud configuration changes with Time
detailed change history Machine illustrating who changed what and when

= Result: Continuous compliance across data and = Result: Manage incidents from a centralized interface,
iInfrastructure, reducing audit prep to minutes ensuring efficient and scalable administration

| OVERALL INTEGRATION BENEFITS :

= Single pane for cloud posture & sensitive data
across multiple environments and providers oo™ :
= Automated and self-serve policy enforcement st a0ese e st e —
. . N A S,
across data classification and infrastructure o o o

= End-to-end audit trail with full config history
and data activity logs

= Real-time risk detection with complete context p— - e
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IMPAG -+ DSPM IN AGTION: AUTOMATED PIl PROTECTION

Imagine a shared cloud folder holding sensitive customer PII. A configuration error could make this

information publicly accessible, resulting in a compliance nightmare. But by integrating DSPM
capabilities with imPAC, you're always protected end to end.

| HERE'S HOW IT WORKS

........... 2 ImPAC Labs Correlates & Acts: InPAC
receives this data, enriches its asset :

________ Qﬁ iInventory, and detects the public
access misconfiguration.
..,,_'-?-a ........
|
: (} S
DSPM Identifies Risk: DSPM scans the {}
cloud, classifying the folder's contents as
sensitive Pll, and alerts imPAC.
C
----- { } Public Access Enabled True - False .----- ... . o~
S [ ) [ — 3
" 4
: Remediation: Triggered by pre-set
! %2 PCi Secured policies, IMPAC Labs automatically
notifies DSPM to revoke public access,
s securing the PII.
.-~ 4 Automated Alert & Audit: A detailed .- M.
alert with DSPM’ data classification ; i
IS sent to security, and a full audit log )
IS created. e T T R —
PR {1 |-------- 5 Compliance Simplified: imPAC receives .
| Q) | instructions to do a subsequent scan
0 0 L that refreshes the data/dashboard,
— 2 which immediately reflects the corrected
0 0 status. Time Machine then allows
auditors to see the full event history.
THE RESULT? Sensitive data is secured instantly, compliance is maintained, and security teams are freed from manual

intervention. This is the power of ImPAC Labs working seamlessly with a DSPM: automated security and
compliance control with audit-ready evidence.
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GONTINUOUS GLOUD SEGURITY & COMPLIANGE

IMPAC Labs delivers comprehensive cloud security through Al that maps every cloud asset, tracks every
configuration change, and orchestrates tailored cloud defenses

GORE PLATFORM GAPABILITIES
® SEE IT: UNLOCK UNMATGHED VISIBILITY

& Production

ot o E ) | » Gain comprehensive insight into AWS, Azure, and GCP
oot environments via read-only [agentless] access

= Tasting 2 Yeg Impac-logging
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Yes impac-logging Yes

= Access high-fidelity asset data with built-in risk scoring

7 orien-repository-vault July 14, 2024

O Nonimtedveut  My1020% [ = and Al-anomaly detection to reveal critical resources
e » Check critical resource relationships via Asset Chains
TR PR - (e.g., AWS S3 buckets - IAM roles - encryption keys)

. ppr—— o4 FIXIT: AUTOMATE SECURITY CONTROLS

11 target_type == Lambda

I » Create custom dashboards to validate your environment
( W (e.g., check against compliance frameworks like PCI)

& Linked Asset & Linked Asset

ﬁ = Automate security processes by building natural language
) Lomoae ) oo policies that can be deployed in minutes

Ii inside_vpc == False Ii inside_vpc

= Cut through alert fatigue and false positives with targeted
controls taillored to your business and context

Ii encrypted == True

.~ PROVE IT: DEMONSTRATE YOUR SECURITY POSTURE

© sstro-archive-vault = 3 Bucke = Maintain complete configuration history, track all asset
© nebuia-vautstoage = EC2 Securty Growp O 2Crang changes, and compare cloud states with Time Machine

[ Modified 1 ) galactic-repository = |AM User

» Verify cloud asset security and ensure continuous
compliance posture with self-evidencing logs

B astro-archive-vault A Provider

&) Nova-Entitled-Vault w53 Bucket

© orion-reposiory = Eliminate manual processes and streamline audits with
automated evidence collection

BUSINESS IMPAGT

X Hours not months & Do more with less @& Move beyond compliance
= Map full cloud asset inventory = Consolidate multiple point = Build a strong, proactive
In under 1 hour solutions into one platform security foundation
= |everage pre-built controls = Break down org silos with a = Understand asset relationships
from day one unified security view to protect your entire cloud
= Avoid complex integrations = Scale security operations = Catch misconfigurations
and engineering without adding headcount before they become breaches
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